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Background, Motivation, and Inspiration 
• Attack Purpose. To mislead multi-object trackers to switch tracking identities after attacking a few frames.

• Background. Most modern MOT methods follow the tracking-by-detection paradigm, which consists of a detection module and an association
module. Despite effectiveness, the strong dependency on detectors may expose the vulnerability of MOT methods to detection attackers.

• Motivation. Existing detection attackers show low efficiency in attacking MOT methods. We reveal the above risk by proposing an F&F attack
mechanism and deploying it on several MOT methods where we only fool the detection module and treats the association module as a black box.

• Inspiration. We find that crowded scenes pose challenges in detection and association, leading to high probabilities of identity switches. Our
method simulates such crowded scenes by erasing the original detection and injecting multiple deceptive false alarms around the original one.

Method

• How to trigger identity switches (IDSW) by fooling the detection module alone?

• Qualitative Analyses

• Quantitative Analyses (#Fm.: number of attacked frames, IDSWim: attack success rate, {AssA, IDF1, IDSW}: MOT metrics.)

Figure 2: Qualitative results of deploying F&F to attack ByteTrack. We list detection results in the first line and association results in the 
second line. Tracking identities are coded by color. The target highlighted by red triangles validates our hypothesis presented in Fig. 1.

• Key Words

Figure 1: The F&F attack mechanism. Circles filled with different colors identify detections with different tracking identities.

 F&F injects 𝛾𝛾 (e.g., 𝛾𝛾 = 4 in Fig. 1) false alarms for the original detection, letting them compete to inherit the correct
tracking ID.

 F&F erases the correct detections in the attacked frame 𝐼𝐼𝑡𝑡, ensuring that the ID in frame 𝐼𝐼𝑡𝑡−1 is inherited by one of the false
alarms.

 At time step t, the tracker links one of the false alarms to the existing trajectory, and spawn 3 new trajectories for the
remaining false alarms with new IDs {l, m, n}. An IDSW occurs if one of the newly spawned trajectories transfers its identity
to the new time step t+1.

 Targeted attack
 Optimization via PGD

Clean frame 𝑰𝑰𝒕𝒕−𝟏𝟏

• Targeted Detection Set Design • Targeted Loss Design

ℒtgt = ℒcls + 𝜆𝜆ℒL1
classification regression

 Each original detection is replaced by 𝛾𝛾 (e.g., 4) false alarms.
 Each false alarm is shifted by 𝜅𝜅 away from the original one

and scaled by s.
 Benefits. Make false alarms better evade NMS and further

mislead state (e.g., velocity) estimations.

Attack success rate vs number of  PGD iterations. Effectiveness under common defense algorithms. 
CJ: Color Jitter; GN: Gaussian Noise; 

SS: Local Spatial Smoothing; AT: Adversarial Training.

Experiment

* Due to the exclusion of attacked frames during the evaluation, the decline in detection metrics (e.g., DetA, FN,
and FP) is less remarkable. More details please refer to the document.

Project page

 Pixel-wise perturbation
 No historical information required

 Black-box association module
 White-box detection module
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